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1 1://helloworld.cpp : Defines the entry point for the console  

2 2://application. This example has been compiled on Visual Studio  

3 3://.NET so the “/GS” flag results can be seen on line 37. 

4 4:    #include "stdafx.h" 

5 5: 

6 6:    int main(int argc, char* argv[]) 

7 7:    { 
 

8 //Prologue Begins 

9 00401010   push        ebp  //Save EBP on the stack 

10 00401011   mov         ebp,esp //Save Current Value of ESP in EBP 

11 00401013   sub         esp,40h //Make space for 64 bytes (40h) var 

12 00401016   push        ebx  //store the value of registers 

13 00401017   push        esi  //on to the  

14 00401018   push        edi  //stack 

15 00401019   lea         edi,[ebp-40h] //load ebp-64 bytes into edi 

16 //the location where esp was before it started storing the values of  
    //ebx etc on the stack. 

17  

18 0040101C   mov         ecx,10h //store 10h into ecx register 

19 00401021   mov         eax,0CCCCCCCCh  

20 00401026   rep stos    dword ptr [edi]  

21 //Prologue Ends 

22 //Body Begins 

23 8:        printf("Hello World!\n"); 

24 00401028   push        offset string "Hello World!\n" (0042001c) 

25 0040102D   call        printf (00401060) 

26 00401032   add         esp,4 

27 9:        return 0; 

28 00401035   xor         eax,eax 

29 10:   } 
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30 //End Body 

31 //Epilogue Begins 

32 00401037   pop         edi   // restore the value of  

33 00401038   pop         esi   //all the registers 

34 00401039   pop         ebx 

35 0040103A   add         esp,40h  //Add up the 64 bytes to esp 

36 0040103D   cmp         ebp,esp 

37 0040103F   call        __chkesp (004010e0) // “/GS FLAG” 

38 00401044   mov         esp,ebp 

39 00401046   pop         ebp   //restore the old EBP 

40 00401047   ret 3   //restore and run to saved EIP 
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